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Abstract - Presently the mankind are progressively relying 

much more about a number of online storage stores to backup 

our data and making use of it instantly which provides an 

anywhere, anytime access. Every one of these services bring by 

using it, concerns of security and privacy weaknesses for the 

services given by them because the user's data are stored and 

maintained beyond user's premises. Our main focus could be 

securing privacy of information in social network by utilizing 

anonymity techniques. In this particular paper algorithms are 

discussed for anonymous sharing of private data among N 

parties. Iterative strategy is used to ensure that ID numbers are 

utilized starting from 1 to N. This assignment is anonymous for 

the reason that the identities received are unknown towards the 

other members from the group. 

 

Keywords - Anonymization, deanonymization cloud, 

distributed computing systems. 

 

1. Introduction 
 

Secure and anonymous communication has many 

applications. Dissidents residing in totalitarian states 

should communicate without concern with retribution. 

Companies should protect their trade secrets from 

industrial espionage. Whistleblowers have to be capable to 

get in touch with the press without concern with 

punishment. Freedom of expression sometimes needs 

anonymity to survive attacks mounted against it. 

Anonymity is usually important. The mere information 

about two parties having exchanged messages might be 

compromising even if the content with the 

correspondence remained secret. However, neither party 

on the message exchange should be anonymous towards 

other party, along with the way it is in a few systems the 

design of cloud nor storing data within it has tremendous 

benefits. The advantage of cloud computing is centralized 

data, obtaining the data all in the same position assists in 

forensic readiness, that leads to quicker, coordinated 

respond to incidents. Whenever required, an individual 

can request and gain the access within the easy way and 

also at inexpensive, regardless of the user location. Also, 

cloud computing eliminates the expenses invested on 

installing all hardware and software, through getting 

users to rent the resources depending on the requirements. 

The issue of sharing privately owned data individual 

using that data cannot be identified has become studied 

extensively. Researchers have also investigated the 

significance of anonymity in a variety of applications 

patient’s medical history, e-mail, social networking, and 

electronic voting. 

 

2. Related Work 
 

Confidentiality, integrity and availability are requirements 

for just about any secure communication system. No 

system can fulfill all three requirements in most 

circumstances; however the probability of the successful 

attack that compromises some of the three needs to be 

minimal. The confidentiality requirement ensures that an 

email’s content must remain secret between its sender and 

its particular intended recipient. This content must 

consequently be protected in a way against unauthorized 

readers. Normally, this is done with a couple kind of 

encryption, but ciphering alone is insufficient:  

                     

The communicating parties must also authenticate each 

other to make certain what it's all about actually emanates 

from the proper source and reaches the proper destination. 

Without an authentication mechanism it is also possible 
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for a man in the centre to intercept what it's all about by 

pretending to be the recipient towards the sender and 

because the sender towards the recipient, rendering any 

encryption useless. Maintaining availability is very 

important. If the adversary can disable a secure way of 

communication, it might be capable of force the 

communication to some less secure channel. If you want 

to maintain availability, a communication system should 

never have any single point of failure.  

 

The purpose of failure can Be technical, for instance 

reliance upon an individual server. In this case a 

malfunction within the server or possibly a denial of 

service attack against it might disable the system. It is 

also organizational, in which particular case an individual 

entity has the strength to disable the system. The prior 

paragraphs have listed many requirements to get a secure 

and anonymous communication system. These 

requirements are summarized from the following list: 

 

• The system must use cryptographically strong 

encryption to defend the information of 

messages. 

• The communication parties will need to have the 

opportunity to authenticate one another by using 

a cryptographically strong authentication 

scheme. 

• The system should have a robust and secure 

procedure to manage and exchange encryption 

keys and codes. 

• There should be no single point of failure within 

the system, whether it is organizational or 

technical. 

• The system need to be resilient to attacks against 

its infrastructure that make an effort to 

compromise availability. 

• The system will need to have the opportunity to 

hide the identities of communication participants 

from third parties. 

 

Privacy preserving methods generally there are wide and 

varied methods in preserving privacy of data in cloud. 

 

• Anonymity-based Method 

• A privacy-preserving Architecture 

• Privacy-Preserved Access Control 

• A Privacy Preserving Authorization System 

• A Privacy Preserving Data Outsourcing. 

• PccP Model for Cloud 

• Dynamic Metadata Reconstruction 

 

3. Proposed System Analysis and Design 
 

In this particular paper we now take over discussed about 

anonymity-based method. Our work refers to efficient 

algorithms for assigning identifiers (IDs) towards the 

nodes of the network in a way how the IDs are anonymous 

utilizing a distributed computation without any central 

authority. Given N nodes, this assignment it's essentially a 

permutation with the integers {1....N} with each ID being 

known simply to the node that it can be assigned. There 

are various applications which require unique dynamic 

IDs for network nodes. An application where IDs have to 

be anonymous is grid computing where one could take 

service without disclosing the identity of service 

requestor. An algorithm pertaining to anonymous sharing 

of private data among parties is developed.  

 

This method is needed iteratively to assign these nodes ID 

numbers which range from 1 to N. This assignment is 

anonymous for the reason that the actual identities 

received are unknown towards the other members with 

the group. Effectiveness against collusion among other 

members is verified within an information theoretic sense 

when private communication channels are utilized. The 

assignment of serial numbers allows more difficult data to 

become shared. The necessary computations are 

distributed without making use of a reliable central 

authority. 

 

3.1 Algorithm  
 

Algorithm (secure sum): Given nodes n1,....nN each 

holding a data item di from represent able abelian group. 

 

Share the value T=∑ di  among the nodes without 

revealing the values di. 

 

Step 1: Each node ni, i=1,.....,N Choose random values 

ri1,...riN such that  

                 ri1+.....+riN=di 

Step 2: Each "random" value ri,j is transmitted from node 

ni to node nj. The sum of all these random numbers ri, 

desire total T. 

 

Step 3: Each node nj totals all the random values received 

as 

        sj=r1j+...+rNj 

Step 4:  Each node ni simply broadcasts si to all other 

nodes so that each node can compute. 

               T= s1+....+SN 
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3.2 System Architecture 
 

 
  
  Fig 1: System Architecture 

 

• Sharing privately owned data in order that the who 

are the subjects with the data cannot be identified. 

• Handle efficient algorithms for assigning identifiers 

(IDs) towards the nodes of the network in a way 

which the IDs are anonymous. 

• It will be important that each cloud user have to be 

guaranteed that his information is stored, processed, 

accessed and audited in a much secured manner 

whenever you want. Attaining every one of these 

would end up in achieving the long dreamt vision of 

secured Cloud Computing Within the nearest future. 

• Our technique Newton identities greatly decrease 

communication overhead. The most effective Of any 

polynomial is usually avoided at some expense 

through the use of Sturm’s theorem. 

 

 

4. Conclusion 
 

The actual suggested system should be to secure privacy 

of shared data by Anonymous ID Assignment, by 

implementing discussed algorithms. This system 

effectively preserves both information utility and 

individual’s privacy.  Privacy preserving keeps 

growing field of research. It can be clear that we now 

have much privacy preserving techniques available 

however they have got shortcomings. Anonymity 

technique gives privacy protection and usability of 

knowledge. This system will secure anonymous sharing of 

private data by anonymous ID assignment. 
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